
[image: image3.png]


Health Information Management

Office of Health Data and Informatics
SCANNING

Frequently Asked Questions (FAQ)
Updated June 2010
	Category:  Administrative Documents

	Q#
	Question:
	Answer:

	1
	For those of you who are scanning DD214's, are you attaching to a note or just to the patient or waiting for the Admin tab?
	DD214 is considered an administrative document and should therefore not be linked to a TIU note.  It should be linked to the patient only and viewable from VistA Imaging only if the user has the MAGDISP admin key.

	2
	Can administrative documents be viewed in CPRS?


	Documents that are considered administrative only are currently viewable from VistA Imaging only if the user has the MAGDISP admin key.  Once the Admin tab is available, these will be viewable through CPRS.  

Note:  An Admin tab has been requested; however, there is currently no target date for the enhancement.  Release of Information staff should be assigned the MAGDISP admin key so they can view and/or print these documents for release of information.

	3
	How is administrative only correspondence handled? For example, congressional inquiries or a letter to a veteran denying his request for records - are sites scanning the entire packet of documents? 
	Correspondence that is administrative in nature, e.g., the entire congressional inquiry packet on an individual patient, denial letter for a veteran’s request with the request, should be associated with the patient only and viewable from VistA Imaging only if the user has the MAGDISP admin key. 

Note:  The capture workstation must be configured to allow the association of administrative documents with the patient only; the person capturing the administrative documents must hold the MAGCAP Admin security key.
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	4
	Does the cover letter and authorization for ROI correspondence need to be scanned in or just the authorization?
	Both the cover letter and authorization for release of information correspondence should be scanned and associated with the patient only.



	Category:  Copyrighted Documents

	Q#
	Question:
	Answer:

	5
	Is it ok to scan copyrighted documents after they are completed?


	The facility must have permission to use copyrighted documents.  If the facility purchased forms for patient treatment, these can be scanned.  Sometimes when copyrighted forms or a book is purchased, it will indicate that x number of copies can be reproduced.  There are also forms that are part of the public domain and can be used for any purpose; so these could be scanned as well.

Response in collaboration with VACO HIM Office, VACO VistA Imaging Office, and Office of General Counsel.

	Category:  Corrections

	
	Question:
	Answer:

	6
	What is the process for correcting a consent form with wrong information on the patient, such as another patient’s information on the form?

	A new consent form with the correct information should be signed by the patient with an addendum to the note written by the provider explaining what happened.   If the patient has already left the facility, a paper copy of the correct consent form should be sent in the mail with a letter explaining what happened and requesting that the patient sign the new consent form with the correct information and mail back to the facility.  A copy of the letter will be scanned into VistA Imaging and attached to the addendum explaining what happened.  When the new consent form is received, the previous consent form with the wrong information will be deleted from VistA Imaging and the correct informed consent form scanned in its place.

However, per VHA Handbook 1004.01 (13.a.9), a practitioner change can be remedied without completing a new form.  If there is a change in the practitioners disclosed in the informed consent conversation, the patient must be informed of the change and this discussion and the patient’s assent must be documented in the patient’s electronic health record.

Response in collaboration with VACO HIM Office, VACO VistA Imaging Office, and National Center for Ethics in Health Care.  Reference:  Handbook 1907.01and VHA Handbook 1004.01

	7
	An image was scanned on the wrong patient, what is the process to correct this?
	The image should be deleted from VistA Imaging and a place holder scanned where the deleted image resided to explain that that image has been removed.  Only users assigned the MAG DELETE security key can delete an image.  Only the Privacy Act Officer/Chief, HIM or authorized designee should have this security key.  However, in some situations, facilities may have a need for other or additional authorized personnel to have this key (i.e. IRM, CAC) if they are acting as the Privacy Act Officer.  

Caution:  If the image was attached to a consult, adding a place holder to the original consult will change the consult to a status of complete on those consults that were not completed.  For these cases, create a new consult for the original patient and name it “HIMS error correction”.  Move the note and place holder from the first consult but leave it in the patient’s record on the new consult. 

Note:  A New Service Request has been entered to make this process electronic in VistA Imaging.

	8
	What is the process for correcting a scanned document with the wrong social security number?
	To correct scanned images when a veteran’s social security number is changed, print the image, make a pen/ink correction to the social security number, initial and date the correction, and scan the corrected version into the correct patient’s record.  Delete the incorrect scanned document and with the corrected version scanned in its place.

 

If a facility receives an unusually high number of social security number corrections on electronic health records, i.e., daily changes, the root cause of these changes should be investigated and addressed by the facility to resolve the issue.  
Note:  VistA Imaging users with the security key, MAG ROI does not require the holder to enter a “reason” for printing and/or copying.  Users with this key, such as the Chief, HIM or designee can print the documents and make pen/ink changes.

	9
	A report generated from a clinical procedures device with inaccurate information has been captured in VistA Imaging, what is the process to correct the report?
	The image should be deleted from VistA Imaging and a place holder scanned where the deleted image resided to explain that the image has been removed.  Only users assigned the MAG DELETE security key can delete an image.  Only the Privacy Act Officer/Chief, HIM or authorized designee should have this security key.  However, in some situations, facilities may have a need for other or additional authorized personnel to have this key (i.e. IRM, CAC) if they are acting as the Privacy Act Officer.  The report must be corrected in the clinical procedures device by the service responsible for the device and the corrected report captured in VistA Imaging.

	10
	If IT has been notified that an image has been captured in a clinical procedures device with the wrong header information, i.e., incorrect patient information on image, is it acceptable with the approval of Medical Records for the IT person to correct the header information in clinical procedures device before capturing in VistA Imaging?
	Yes. It is acceptable for IT to make the correction on the front end, prior to capturing the report in VistA Imaging.  HIM should be aware of these corrections and approve prior to correcting to ensure the report is not already in the EHR.  If this is happening frequently, the clinical service should receive additional education as IT should not be correcting these routinely.

	11
	A TIU note was written on the wrong patient with an image attached for the wrong patient.  What is the correct process to correct the image? 
	Follow instructions in HIM Practice Brief #1, #3 Erroneous Document Corrections to delete/retract the TIU note.  The image should be deleted from VistA Imaging and a place holder scanned where the deleted image resided to explain that the image has been removed.  Only users assigned the MAG DELETE security key can delete an image.  Only the Privacy Act Officer/Chief, HIM or authorized designee should have this security key.  However, in some situations, facilities may have a need for other or additional authorized personnel to have this key (i.e. IRM, CAC) if they are acting as the Privacy Act Officer.  
Note:  A New Service Request has been entered to make this process electronic in VistA Imaging.
Response in collaboration with VACO HIM Office and VACO VistA Imaging Office.



	12
	Can I attach a placeholder to a deleted progress note title?
	No.  An image cannot be attached to a deleted progress note.  A note can be created to attach the placeholder to explaining the note and image was deleted.

	13
	A provider wrote the incorrect time an antibiotic was given on the anesthesia record. Can I get the record back, change the record and rescan? What would be the best process to correct this error? 
	The appropriate process would be to print the image unless you still have the paper document, have the author make a pen/ink correction for the time and initial and date the correction, and scan the corrected version into the correct patient’s record.  The incorrect scanned document would be deleted and the corrected version scanned in its place.

	Category:  Destruction

	Q#
	Question:
	Answer:

	14
	Can source documents, including those with wet signatures, be shredded after scanning into VistA Imaging?
	Source documents* may be destroyed only if the source document is indexed, imaged as an exact replica of the original document, quality control processes are in place, and there is assurance that the imaged document is stored, accessible and retained according to the 75 year retention requirement.  Also, the documents must be scanned with a minimum resolution of 300x300 dots per inch (dpi). Reference:  Handbook 1907.01 

Definition:  Source documents are (1) original documents wet signed or electronically signed documents, such as consent forms or patient advance directives (2) copies of authenticated documents, presumed to be exact replicas of the original source document, such as Non-VA treatment records.

	15
	We have been taping telemetry strips onto flow sheets and scanning into VistA Imaging.  Can we shred these strips after scanning?
	Source documents* may be destroyed only if the source document is indexed, imaged as an exact replica of the original document, quality control processes are in place, and there is assurance that the imaged document is stored, accessible and retained according to the 75 year retention requirement.  Also, the documents must be scanned with a minimum resolution of 300x300 dots per inch (dpi). 

Reference:  Handbook 1907.01 

	16
	Can we shred source documents that have been scanned that are related to litigation hold records, such as the Veterans for Common Sense (VCS) lawsuit?
	Source documents* may be destroyed only if the source document is indexed, imaged as an exact replica of the original document, quality control processes are in place, and there is assurance that the imaged document is stored, accessible and retained according to the 75 year retention requirement.  Also, the documents must be scanned with a minimum resolution of 300x300 dots per inch (dpi). 
Reference:  Handbook 1907.01
For the Veterans for Common Sense litigation hold records:  Individual medical records are not relevant to the litigation. Because the litigation was centered on systemic issues of care and benefits, and the policies, procedures, reports, and communications implementing such care and benefits, individual medical records are not relevant.  
For other “litigation hold records”:   Based on previous guidance received from the Office of General Counsel, original source documents can be destroyed once they are scanned, quality checked, etc.  If a facility desires direct advice concerning records in a specific “Litigation Hold” lawsuit, questions should be directed to the OGC representative stated in the Litigation Memo.   Litigation documents are available on the OGC website at http://vaww.client.gc.va.gov/General/Litigation
Response in collaboration with VACO HIM Office, VHA Records Management, and Office of General Counsel.

	17
	Does 100% Quality Assurance Review need to be conducted on all images scanned?
	No.  NARA requires 100% review of each scanned document to ensure it is readable but does not address a monitor of a scanner's performance or quality assurance reviews. Typically, quality assurance reviews are conducted on a sample in order to look at ways of improving processes, quality or security.  NARA clearly expects there to be some "quality controls" around the scanning of documents to ensure that all documents scanned are readable and retrievable. However, quality controls in this case are not the same as quality assurance or quality assurance reviews. 
VHA Handbook 1907.01 indicates that there needs to be a local policy that addresses quality control processes but it does not mandate 100% review. During the scanning process, the person scanning must verify that the document is being scanned appropriately.  100% QA review should be conducted initially when implementing scanning or training a new clerk but then transition to a random sample. 
If a facility does not have a local policy addressing scanning quality controls for readability and indexing, then the facility is not in compliance with policy requirements.  There is no policy requirement for 100% quality assurance reviews and to require such would be against the principles of quality assurance.  
Response in collaboration with VACO HIM Office, VHA Records Management and VACO Privacy Office.  

	18
	Is it VA’s policy and plan to migrate existing electronic data in VistA Imaging to whatever standard is necessary to view those data to remain in compliance with National Archives and Records Administration’s (NARA) 75 year retention requirement?
	Yes.  Sites must ensure that there is a daily backup of the entire system to include both CPRS and VistA Imaging.  Back-ups should be performed in accordance with VistA and VistA Imaging implementation guidelines.  



	19
	Would anyone have any information about the destruction of outside documents after they have been scanned?  We would like to provide the Attending with the outside records and allow him to review, sign that he has reviewed and designate the papers to be scanned.  Then to destroy all in the packet whether scanned or not.  I was questioned by an approval authority - "Show me the document that allows you to destroy them."  If we cannot destroy these papers, we cannot afford to scan them.  These outside documents are taking up a huge amount of filing space and I do not have the staff to both scan and file.
	Non-VA documents may be maintained as part of the patient’s VHA permanent health record at the practitioner’s written request.  Practitioners must indicate which documents need to be retained and limit this to pertinent, present, and/or continued care.  A summary progress note written by an appropriate clinician after a review of the non-VA documents may be used in lieu of filing and/or scanning any non-VA documents.  NOTE:  A summary progress note does not apply to fee basis reports as the medical reports would be captured into VistA Imaging.  The source documents can be destroyed after clinician review if the documents do not need to be scanned.  Source documents may be destroyed if the source document is indexed and imaged as an exact replica of the original document, quality control processes are in place, and that there is assurance that the imaged document is stored, accessible and retained according to the 75 year retention requirement.  Also, the documents must be scanned with a minimum resolution of 300x300 dots per inch (dpi).  Current local policies may indicate that the documents be returned to the sender after scanning.  Reference:  Handbook 1907.01


	20
	Since the inception of co-managed care, the file room has been receiving from our providers, original prescriptions from private providers for filing.  Since implementing the paper flow process for document scanning, they have been receiving numerous requests for these scripts to be scanned into VISTA/CPRS. 
	The only non VA scripts that need to be maintained are those that pharmacy maintains on scripts they fill directly from non VA providers.  Prescriptions rewritten by VA physicians do not require retention of the original non VA script as these would be subject to the clinical decision of the VA physician.  While there is no legal or policy requirement to retain these prescriptions when rewritten by a VA physician, we do normally oblige the physician request to retain information for future reference.   

Response in collaboration with VACO HIM Office and VACO Pharmacy Benefits Management.

	Category:  Fee Basis

	21
	What is the method for capturing a scanned fee basis image that resides on a network folder to a progress note?
	For the staff doing the document scanning, make sure that the resolution of the scanner is set to 300 dpi before scanning.
These are the steps to import previously scanned documents/images that reside on a network folder into VistA Imaging:
· Open CPRS and then VistA Imaging Capture or just Capture (it is suggested to use VistA Imaging Capture as a standalone program)
· Select a configuration button which is set for Importing or:
· Select Import as the Source 

· Select Association for the document type  security keys control the capture of Admin & Clinical documents/images 

· Select Saving  single or group

· Select the patient or progress note button

· Select an existing note, or 

· Make an addendum, or 

· Create a new note, or 

· Select a consult note title and attach to an available consult

· Populate Index fields as appropriate for type of capture

· Edit Origin or add Origin to configuration button as appropriate 

· Edit Image Description or Long Description fields as appropriate

· Select Batch if appropriate, or build into a configuration button

· Select an Import directory (i.e.  Network drive)   

· You can set a default path to the drive, but you still have to select a folder

· You can automatically add any selected directories to the Import Directory list for future use
· Select the file(s) to import
· Click Capture button
· Quality assurance review image in VistA Imaging Display or from the Capture window (click Cancel when finished reviewing from Capture) 
· Security keys also control the display of Admin & Clinical documents/images
· Repeat the process for the next patient

	22
	Should fee basis bills be scanned into VistA Imaging?
	No.  Fee bills do not need to be scanned into VistA Imaging.  With the national implementation of Fee Basis Claim System (FBCS), those facilities using FBCS will scan fee claims into the FBCS system.  Reference:  Handbook 1907.01  



	23
	Are sites required to scan fee basis reports?
	Copies of all documents received from outside sources for non-VA purchased care must be filed or scanned in the health record.  Reference:  Handbook 1907.01

	24
	When scanning Non-VA documents received for veterans sent out to the community for Fee Basis, should the origin be indexed to “Fee” or “Non-VA”?
	The Non-VA documents for Fee services should have an origin of “Fee”.

	25
	Is there guidance for scanning documents related to dialysis treatment for Non-VA purchased care?
	HIM Fact Sheet Non-VA Care – Dialysis National Standardized Note Titles provides guidance on scanning dialysis documents.  The fact sheet can be accessed on the Reference Materials and Resources webpage at http://vaww.vhaco.va.gov/him/refsresources.html.  

	Category:  Filing/Printing

	Q#
	Question:
	Answer:

	26
	Do electronic records have to be printed and filed in the record for record retirement?
	Printing electronic and digitized (scanned) records at the time of retirement is not necessary if there is assurance that the computerized system meets the 75 year retention period requirement and quality control processes are in place to guarantee that (1) electronic and digitized records can be efficiently identified for authorized uses, (2) the images are retrievable and legible, and (3) that the integrity of digitized records is maintained.   
Reference:  Handbook 1907.01  

	27
	What are the retention periods for documents?  
	The VHA Records Control Schedule (RCS 10-1) provides the retention period for administrative and clinical documents.  RCS 10-1 is available on the VHA Publications webpage at http://vaww1.va.gov/vhapublications.  Administrative records not identified in the RCS 10-1 may be found in NARA’s General Records Schedule (GRS) located at http://www.archives.gov/records-mgmt/ardor/records-schedules.html.  Records not identified in RCS 10-1 or in the GRS should be brought to the attention of the VHA Records Manager.  The VHA Records Manager will conduct an appraisal of the records and recommend a disposition for approval by NARA.  Any “unscheduled” records must be retained until a disposition authority is received from NARA.
Response in collaboration with VACO HIM Office and VHA Records Manager.

	28
	How are paper documents and health records handled when received in from other VA facilities once a facility has closed their file room?
	Paper documents and paper health records should not be transferred to another VA facility unless requested by the treating facility for patient treatment or legal reasons.  If charts are received from other VA facilities, verify that the documents are not already viewable in VistA Web.  If the documents are viewable, the documents may be destroyed in accordance with VHA Handbook 1907.01.  

	29
	What if our file room is closed and another VA facility transfers paper health records at the request of the veteran, such as a veteran that receives care in the south during the winter months?
	The paper health record should not be sent back to the transferring VA facility unless requested by the treating VA facility for patient treatment or legal reasons.  Veterans should be educated that electronic health records are available to all clinicians through remote data sources and the treating clinician can request paper health records if absolutely necessary.  If paper health records received from other VA facilities are too large to scan, the paper record can be held in a designated secure area until 5 or 6 boxes are filled and the inactive records can be retired to the VA RC&V.  


	30
	What should be the process when you cannot scan something that should be scanned because it is technically impossible to get a good copy and place it in the record?  


	Confirm the minimum resolution is 300x300 dots per inch (dpi).  Sometimes, changing the setting to a higher resolution or changing to color will help to scan adequately.  
If the document is a Non-VA document, ask the originating facility to send another.
For those sites that still maintain paper medical records, if the document is still unreadable even with copying and changing scanning settings, file the document in the health record.  A best practice would be to scan a page telling the user that the document is filed in the health record or to scan a cover page with the document explaining that the document is of poor quality and this is the best resolution possible.  If the file room is closed, the paper record can be held in a designated secure area until 5 or 6 boxes are filled and the records can be retired to the VA Records Center and Vault (RC&V).  

Response in collaboration with VACO HIM Office and VACO VistA Imaging Office.

	31
	If my facility leadership says I have to close the file room because they need our space, what are my options to decrease the amount of paper documents received and to appropriately store active and inactive records?


	To decrease the number of documents for scanning, review each paper form received by the file room to determine if a template can be created to allow entry directly into CPRS.  Once a template has been created, designate a firm cut off date for discontinuation of the paper form and implementation of the template.  If a template cannot be created or the documentation cannot be directly entered into CPRS, the document should be scanned into VistA Imaging.

The VA RC&V is only accepting inactive records at this time.  

Note:  Some facilities are storing active records at commercial facilities that certify they meet National Archives and Records Administration standards contained in 36 CFR 1228, Subpart K at http://www.archives.gov/about/regulations/part-1228/k.html.   Further information is available in the NARA Records Storage Facility Standards Toolkit; a link is on the RM SharePoint in the right-hand column or visit the NARA website at http://www.archives.gov/records-mgmt/storage-standards-toolkit.  Some are also contracting with the NARA Federal Records Centers to store active records.  Either of these practices is acceptable when facilities need space for patient treatment.  However, inactive records are to be shipped to the VA Records Center and Vault in Neosho, MO.

	32
	Are any facilities with closed file rooms experiencing difficulty with the volume of paper documents being scanned in adversely affecting the response time on retrieving images or having enough space on the server to store all of this information?
	No.  There have been no reported issues with response time or server storage space from facilities closing the file room.  

Note:  Facilities have reduced the amount of paper to scan by developing templates for direct entry into CPRS. 



	33
	Are patient specific prosthetic requests, inclusive of invoices and purchase orders, to be scanned into VistA Imaging?
	No, they are covered under RCS 10-1 item 121-1.



	34
	Should blank pages on the backs of documents be scanned?
	Blank pages do not need to be scanned unless there is something on it.  If there is any kind of mark, graphic, or character on a document it should be scanned so it doesn’t appear something is missing. Scanners can be set up to not scan blank pages in the Twain software and the Canon Software. The Imaging Coordinator at the facility should be able to determine if this is possible from the scanner manual.  If documents such as Same Day surgery packet, with one sided and two sided documents are to be scanned as a packet, then the blank pages need to stamped “BLANK” and scanned as a duplex.

	35
	Our facility is testing Patch 93 for VistA Imaging.  Staff can no longer print/view any images attached to a Clinical Procedure that hasn’t been completed in CPRS by the providers.  How can they view/print these images?
	Patch 93 VistA Imaging Display blocks images from being viewed when the images are attached to TIU (Text Integration Utility) notes if the user doesn't have the authority to view the TIU notes.  TIU uses the ASU (Authorization Subscription Utility) to determine if a user has authority to view a TIU note.  Therefore, if the user is not granted permission to view a note, then they will no longer be able to view the associated image after Patch 93 is installed.

Additionally, if a note is not signed, the image attached to the note will NOT be viewable to users except the author of the note.  Documentation should be completed in a timely manner.  Local policy should establish who can view/print unsigned documents and images.  A best practice is to have the TIU note signed by the clinician prior to release.  In an emergent situation, certain users would have the ability to view/print the notes/images and mark the documents as drafts.  

	36
	Do the Resident Assessment Instrument (RAI) Minimum Data Set (MDS) forms need to be printed from the AcuCare software and scanned into VistA Imaging?  


	No, it is not necessary to scan the form into VistA Imaging.  

The RAI MDS information is entered and signed electronically in the AcuCare software where it is kept locally and at the Austin Corporate Data Center Operations indefinitely.  The MDS form can be printed at the facility if needed by the MDS Coordinator.

Response in collaboration with VACO HIM Office and VACO Geriatrics and Extended Care Program Office.

	37
	What is the process for scanning reports to Radiology exams?
	The steps for scanning reports to Radiology exams are:

· The Radiology exam is entered in the VistA Radiology package by Radiology staff, which then generates a Case Number.  

· The Radiology staff  will “Case Edit” the exam to input the necessary information to change its status to “Complete”.  

· The report is then scanned to the exam by using the Case Number, through VistA Imaging Capture. This could also be done prior to the exam being “Case Edited”.

· The radiology images and report will be viewable using the VistA Imaging Display client.

	38
	Should VAF 10-3203 Consent for Use of Picture and/or Voice taken for medical center publications, promotional purposes, and educational materials of veteran’s need to be scanned into VistA Imaging?  

	Scan the form as “consent” with event/procedure as Photography to make it easier to find photo consents.  For voice consent, leave the event/procedure blank and enter “Audio” in the short description field.



	Category:  Identification on Images

	Q#
	Question:
	Answer:

	39
	What process should be implemented to identify patient images on a close-up digital picture, such as wound, when the patient identifying information cannot be included on the image?  


	To identify patient photographs, take a picture with the patient identification (name, last four numbers of the SSN, DOB), such as an index card with the information to be used as the first image in the study.  Then take the close up picture(s).  Finally take another identification picture at the end.  The identification pictures will be the first and last picture in the series with the non-identified close-up pictures in the middle. It may be beneficial to take a wide angle picture(s) before the close-up pictures when possible.

Response in collaboration with VACO HIM Office, VACO Privacy Office, VACO VistA Imaging Office, and VHA VI Index Term Review Board.   

	40
	What is the expectation when the patient is not present, such as a laboratory slide?


	The preferred method is to use the DICOM modality work list interface which automatically provides the patient identifying information to the instrument.  When this is not feasible, use the clinical capture application to select the patient for each individual image study.  

Response in collaboration with VACO HIM Office, VACO Privacy Office, VACO VistA Imaging Office, and VHA VI Index Term Review Board.  

	41
	How should an image that a patient provided to the clinician during a visit, be indexed into VistA Imaging?
	If the clinician decides the image is to be included in the electronic health record, the image will be captured in VistA Imaging with an origin of “Non-VA”, type of image, procedure/event of “Photograph”, and “Patient Provided” entered in the short description field and attached to the progress note for the visit or the appropriate Non-VA titled note.  

	42
	We are receiving documents from the private sector without the full name, SSN, and date of birth on each document.  Can we capture these documents in VistA Imaging?
	VHA-originated scanned images of paper documents must include the patient identifier (full name, last four digits of the SSN, and date of birth (DOB)).  Digital image capture should meet the same criteria of patient identifier as scanned documents.  However, some paper and digital images received from sources outside VHA, such as private hospitals or physician offices do not contain all of the identifying data required of VHA-originated documents.  

In the case of electronically received Non-VA images, the cover page must include, at a minimum, the patient’s name and last four digits of their social security number before importing into VistA Imaging.  Each subsequent page should contain, at a minimum, enough identifying traits to clearly identify the patient. In the case of a large quantity of Non-VA paper documents (determined by local policy, such as over 100 pages) received, the full name, last four digits of the SSN, and DOB can be written on the first and last page of the documents in lieu of adding the last 4 and DOB to the patient name on every page when scanning as a complete packet.

	Category:  Index Terms/Fields

	Q#
	Question:
	Answer:

	43
	Where can I obtain a list of index terms?
	In patch 8 of VistA Imaging, a list of VI index terms was distributed for indexing an image.  New requests can be made from the index term tracker website for approval/disapproval by the VHA VI Index Term Review Board.  Approved new index term requests are automatically sent via VA mailman to all the sites.

	44
	Our site wants to scan in a document that isn’t on the national indexing list.  What should we do?
	An index term tracker has been developed to allow users at VistA Imaging sites to request new index terms for describing and categorizing images and scanned documents.  This will assist in maintaining a universal set of terms across the VA.  The tracker provides a method of tracking all requests with the status of the request.  

	45
	Does each of the indexing fields need to be filled in when capturing an Image? 
	All fields should be filled in, but in some cases you may need to leave the Specialty or the Procedure/Event fields blank if there are no index terms which accurately describe the Image being captured.  Please consult your Imaging Coordinator and HIM staff regarding site specific guidelines for filling in the Optional Index fields.  Patch 61 released June 28, 2006  provides the utility that automatically updates VistA files including Image Index Term files by processing a VA MailMan message containing new values that have been approved by the VistA Imaging Index Term Review Board. This will assure that Index Term values are consistent across the VA.

VI Capture software allows the sites to create specific Configuration Buttons that can contain values for the Index Fields.  This feature makes it easier for the scanning staff to process scanned documents in an accurate and consistent manner.

	46
	The field: *Doc/Image Type has only limited options.  We have used 'Consult' for all Fee documents.  This no longer makes sense, as some Fee cases are true consults, but most are procedures.

I'm looking for 'standards' by which all of HIM would use to index documents by, and I'm not finding them.  The VistA Imaging documentation really does not go into detail about the data dictionary.
	A suggestion is to index those fee services with a consult to a type of “consult” and the origin “fee”.  For those procedures without consults, index to a type of “procedure record” with origin of “fee”.  

Response in collaboration with VACO HIM Office and VACO VistA Imaging Office.

	47
	Should Advance Directive documents be scanned to the advance directive note?
	Yes, the Advance Directive document should be linked to one of the three national advance directive note titles.

	48
	How should we index old dental records that do not have x-rays?
	The old dental records can be associated with the patient only with clinical marked.  For ease of retrieval of information, use Specialty of Dentistry and type the date range of the dental documents in the image description field. 

	49
	Should veteran’s military medical records be scanned into CPRS?
	Military medical records can be scanned into VistA Imaging utilizing the origin of DoD if the records are not available through remote data sources.

	Category: Linking Scanned Documents

	Q#
	Question:
	Answer:

	 50
	In what situations is Administrative Closure appropriate rather than have the note require a signature by the author? For example, we think that it might be appropriate to administratively close a document which has had a signed paper consent attached, because the paper consent has already been signed and there is no need for an additional signature by the clerk that scanned the document. 

 

If it’s that cut and dried, then we don’t have a problem. However, this new scanning where administrative closure is an option and it creates an addendum etc. is contrary to our station policy, and we have JCAHO and we need to know if we need to revise our station policy. If so, it needs to be based on VA Directive. So my question, what Directive told you all to develop this patch in this way?
	There is confusion with the terminology of administrative closure.  TIU developed administrative closure for documents that contain a patient’s signature, such as consent forms.  The document could be scanned and attached to a progress note without requiring the person scanning to electronically sign. 

HIM considers an administrative closure when a provider leaves the Medical Center and the record is not complete and a supervising provider does not feel comfortable signing the unsigned documents.  HIM takes the record to Medical Records Committee for approval to administratively close the record (file the record incomplete).  See 1907.01 for this process.  

Note:  Patch 59, VistA Imaging Interfacing to TIU Notes and Clinical Display and Capture Maintenance, released February 13, 2008 changed “Administrative Closure” in VistA Imaging to “Electronically Filed” with the clerk’s name.  

Response in collaboration with VACO HIM Office and VACO VistA Imaging Office.  


	51
	Is there a standard note title for scanning inpatient stay documents?
	Inpatient stay documents should be scanned as a packet to the procedure/event “Inpatient stay”.  Below are guidelines when scanning the packet.

ORIGIN: Change to VA for VA packets, Fee for Non-VA purchased care , NON-VA for outside hospitals, and DOD for military hospitals

DOCUMENT IMAGE DATE: Date of discharge

DOCUMENT IMAGE TYPE:  MEDICAL RECORD

SERVICE:   Choose the specialty of the clinician, NOT the ward (Sometimes due to overflow a surgery patient is placed on a medicine floor but he is a SURGERY patient not a medicine patient.  A medicine floor might have a mix of patient such as Cardiology, Pulmonary, Neurology, and Medicine.)                                          

PROCEDURE/EVENT: INPATIENT STAY 

SHORT DESCRIPTION: Type in the hospital name such as VA San Diego, St Francis Hospital, Madigan Army Medical Center & the discharge date.  

	52
	As we embark on the continued journey of scanning documents, we find 'closets' in Services/programs who have paper documents.  For instance, Care Coordination Healthcare (telemedicine) has documents on patients.  Some patients might have 20 pages from 20 different dates of service.  Ideally, we would either attach to a note (linked to the date of service) or create a note and associate it with the visit date.  

To clean up a historical problem, it would be nice if we could just scan everything (1 or 20 pages) into a current note and include text that states “VistA Imaging has documents from 01/01/2005 to present.”  Is there any reason we CANNOT or should not do it this way and then move forward with a visit date more closely associated with the documents being scanned?
	The scanned document for the encounter should be attached to the specific visit date so the record is complete.  Reference:  VHA Handbook 1907.01
Note:  If there is no encounter and/or these documents are old, scan the documents as a packet in date order with the newest document on top.  In the image description field, type the date range of the documents and attach the images to the progress note associated with the newest document scanned.  

	53
	An image was attached to the wrong progress note on the correct patient.  How do we fix this?
	Delete the image and capture to the correct note.



	54
	How should mammograms reports from non-VA facilities be scanned into VistA Imaging?
	An order should be placed in the VistA Radiology package.  If there is not an order, an order will need to be entered into the VistA Radiology package.  The image will be imported to the case number in the Radiology package.  Radiology will import the image(s) and interpretation into VistA Imaging from the outside source or media, i.e., CD-ROM.

For capturing the image into VistA Imaging:

ORIGIN: Fee for Non-VA purchased care, Non-VA for outside facilities, or DOD for military facilities

DOCUMENT IMAGE DATE: Date of mammogram

DOCUMENT IMAGE TYPE:  PROCEDURE RECORD/REPORT 

SERVICE:   Choose the specialty of the clinician performing the mammogram, probably Radiology or Obstetrics & Gynecology.
PROCEDURE/EVENT: MAMMOGRAPHY

SHORT DESCRIPTION: Type in the facility’s name that performed the mammography. 

Mammography Results – All external mammography reports must include a BI-RAD Assessment code in the impression of the final result.  If no BI-RAD Assessment code is assigned, the facility is responsible for requesting the final report with the BI-RAD assessment code assignment by the external provider before sending the report to HIM for capturing in VistA Imaging.  All contracts covering these services should annotate the requirement for BI-RAD in the required reports.

	Category:  Means Tests

	Q#
	Question:
	Answer:

	55
	I have a question about Means Tests that are scanned into the system.  It is my understanding that once we scan in the Means Test it goes to Atlanta.  I was asked by a member of our staff if we could delete the old Means Test and scan in a new one.  The question I have are we suppose to be deleting these as aren't they legal documents and I know from past experience we had to look up old Means Test.  Does anyone know the correct answer?
	Scanned Means Tests at local sites should NOT be deleted as these are part of the legal patient record.  Reference:  Health Eligibility Center

  

	56
	Should Means Test be sent to the HEC?
	In April 2009, HEC confirmed that an image of the signed Means Test was no longer to be transmitted to the HEC.  Facilities are to continue to store the means test images in VistA Imaging but the functionality is to be inactivated at VA facilities so images do not transmit to HEC.

The instructions to inactivate the functionality in the VistA database are:

VAH>D P^DI
VA FileMan 22.0

Select OPTION: ENTER OR EDIT FILE ENTRIES

INPUT TO WHAT FILE: IMAGE ACTIONS//

EDIT WHICH FIELD: ALL// ACTIVE
THEN EDIT FIELD:

 Select IMAGE ACTIONS NAME: HEC COPY

ACTIVE: YES// NO 
Select IMAGE ACTIONS NAME:
Reference:  Health Eligibility Center

	57
	Does a site need to scan in the entire 1010EZ form or just the last page?  I know the HEC only wants the last page but do we need the other pages scanned in to complete the electronic health record? 
	For facilities using imaging, the entire electronic or paper application, without the instruction sheets should be scanned into VistA Imaging.  Reference:  Health Eligibility Center



	58
	Can Means Tests with wet signatures be shredded after scanned into VistA Imaging?
	Means Tests with wet signatures may be destroyed if the document is indexed, imaged as an exact replica of the original document, quality control processes are in place, there is assurance that the imaged document is stored, accessible and retained according to the 75 year retention requirement.  Documents must be scanned with a minimum resolution of 300x300 dots per inch (dpi). 
Response in collaboration with VACO HIM Office, Health Eligibility Center, and VACO VistA Imaging Office. Reference:  Handbook 1907.01

	Category:  Outside Records/Images

	Q#
	Question:
	Answer:

	59
	What date should be entered for outside records that are scanned?
	Non-VA documents will be indexed utilizing the date of service of such outside record(s), Document/Image Date.  The scanning date is automatically captured in the program.  

	60
	We often receive a large amount of outside records to file or scan.  Do we have to file or scan the WHOLE record or WHOLE admission?
	Non-VA documents may be maintained as part of the patient’s VHA permanent health record at the practitioner’s written request.  Practitioners must indicate which documents are to be retained based on the impact to present and/or continuing care.  A summary progress note written by a clinician after a review of the external source documents may be used in lieu of filing and/or scanning any external source documents.  A facility may develop a policy outlining documents that will be scanned without practitioner review into VistA Imaging.  Reference:  VHA Handbook 1907.01

	61
	If a set of outside lab results is scanned in, would it be appropriate to require a signature from the VA physician acknowledging that he has viewed that information.
	Non-VA documents may be maintained as part of the patient’s VHA permanent health record at the practitioner’s written request.  The practitioner is not required to sign the lab results.  The labs results should be scanned under the origin Non-VA under type of health record.   Reference:  VHA Handbook 1907.01

	62
	Copies of unauthenticated Non-VA source paper documents are received in the file room for scanning.  Should these unauthenticated documents be scanned? 


	Paper documentation must be authenticated prior to document imaging (scanning).   An electronic signature is considered authenticated and does not need to be handwritten.  The document must clearly indicate that this is an electronic signature and not a typed signature block, such as transcription typing a physician’s name at the bottom of a discharge summary.  Reference:  VHA Handbook 1907.01
Note:  Deviations from handbook 1907.01 must be justified, the process detailed and defined and approved by the facility Medical Record Committee or equivalent. 

	63
	Is there a document concerning importing patient’s outside diagnostic images from CD into VistA Imaging?
	Practice Brief #6, Handling Medical Information in Electronic Format, provides guidance.  

	Category:  Privacy/Release of Information

	Q#
	Question:
	Answer:

	64
	When an amendment is denied, the veteran has the right to request that a copy of the amendment request letter and denial letter be attached to the disputed information and also if they write a statement of disagreement that also be attached to future disclosures.  Should this be handled through an addendum or should the letter be scanned and attached to the progress note?
	The System Manager for the concerned VHA system of records, the facility Privacy Officer, or their designee, must identify the individually-identifiable information that is the subject of the disputed amendment and append or otherwise link the individual’s request for an amendment and the facility’s denial of the request to the individual’s record.  The amendment request and the denial letter and/or the statement of disagreement should be scanned and attached as an addendum to the signed disputed progress note.

Response in collaboration with VACO HIM Office, VACO Privacy Office and VACO VistA Imaging Office.   Reference:  VHA Handbook 1605.1

	65
	Is it acceptable to alter the size or resolution of an image for printing for release of information, i.e., 2-4 images on one page?
	This is acceptable as long as the content of the image remains intact.  The facility should note that the resolution and/or size have been changed so it is legible.  However, the printed image is not intended for diagnostic purposes and an electronic copy should be requested if needed. 

	66
	Do you know if the iMedConsent™ forms show up in the DSS ROI Manager?  I know that not everything does.  Is there some central location that lists those documents that don't show in the ROI package?
	The iMedConsent™ forms do not show up in the ROI Records Management software package.  The software currently pulls in information from VistA packages for lab results, radiology reports, surgery information, TIU (progress notes), discharge summary, health summary, problem list, medications, allergy, vitals, posting, immunization, consult requests, postings, medical package information, and patient inquiry.  Reference:  VHA Privacy Office

	67
	During our ROI staff meeting the question came up for certification of copies for information coming out of VistA Imaging.  The concern that the ROI clerks had was that they are finding with more information being put into VistA Imaging from other VA facilities but being available for viewing and printing at our facility what should be certified is in question.  In the past (paper world) ROI did not certify information done outside of this VA.  

 

What is the stance on what should be included for ROI requests needing certification, i.e. for a legal case?  I can see where this could potentially become a problem.  Facilities could be involved in a legal case and not even know it depending on where the information was released from.
	Non-VA documents are part of the VA health record.  Therefore, HIM and Privacy considers that these records (including those records from various VA Medical Centers) are one VA record on the individual and would be certified with the records created by the facility.  Reference:  VHA Handbook 1907.01
 



	68
	We're researching the possibility of taking digital images of wounds, ulcers, etc. for inclusion in CPRS.  There is a special consent form for pictures, VAF 10-3203, Consent for Use of Picture and/or Voice, but it doesn't seem appropriate for this purpose.  We're not releasing pictures to an organization or the media, we're utilizing these images for treatment purposes and they will become part of the patient's health record.  Do we need to obtain written consent for this? The Informed Consent VHA Handbook 1004.1 doesn't appear to mention pictures.  Signature consent is not required for the administration of most drugs or the performance of minor procedures; however the practitioner should discuss the treatment/procedure with the patient and document this in a progress note.  Is this sufficient for digital images/photography for the health record?
	A written consent is not needed if the images are used only for treatment purposes since it becomes part of standard of care (documentation).  However, if there is intent to use the images for other purposes like research, education, or promotional activities you need to obtain the patient consent using the VA form 10-3203 Consent for Use of Pictures and/or Voice.  If the image is disclosed to other than VHA workforce with a need-to-know, a written authorization (VA form 10-5345, Request For and Authorization to Release Medical Records) would be required if no other legal authority exists.

Note CAC suggestion:  When an image is moved outside VistA Imaging (e.g., printing or copying to the Windows clipboard), require the user to give his/her electronic signature and select the reason, e.g., education, research, etc.

Response in collaboration with VACO HIM Office, VACO Privacy Office and VACO VistA Imaging Office.   


	69
	We cannot view image studies using the DSS ROI Records Management software.  How can we view these images?
	The attached tool provides a step-by-step process for reviewing individual user’s personal settings that affect the interface between CPRS to DSS-ROI.  DSS-ROI Administrators should review all users’ personal settings to correct this issue with reports for the imaging studies.
Setting Up CPRS Report Options Doc

	70
	We have a ROI request to print and legally certify the remote Health Summary information from another VA's medical record.  Can we do this?
	Yes.  Remote health summary information can be released from another VA.  The originating facility should be noted on the health summary and you could note in the certification that the health summary was obtained remotely from the originating facility of XXX.  
Note:  While copies printed from remote data view contain the notation of “work copy” the content is exactly the same as the “chart copy” and is therefore acceptable to include in a request for a Legal Health Record.

	Category:  Remote Image View

	Q#
	Question:
	Answer:

	71
	We have been testing Patch 45-Remote Image View.  Our social workers noted that they could view remotely acquired Advance Directives (AD).  To ensure the AD clinical warning indicator "triggers", they plan to review the remote AD, and then enter an Advance Directive progress note.  

Would it be proper to print out the remote AD image and then re-scan it to our progress note if the AD is verified as valid by the Social Worker?  Or, should we just reference the remote AD in the Advance Directive note?
	The advance directive document should be printed, reviewed with the patient, and (re)scanned into the patient’s health record along with proper documentation of the review discussion.  From an ethics perspective, it is critical that the content of the AD is reaffirmed with the patient and the patient is advised that he/she may revoke the AD at any time or change his/her documented preferences by completing a new AD (see VHA Handbook 1004.02 for more information).  

Note:  Patch 45, Remote Image View, released September 26, 2005, gave the ability to view scanned images and digital X-rays and other digital images from other facilities.  

Response in collaboration with VACO HIM Office, VACO VistA Imaging Office, and National Center for Ethics in Health Care.  Reference:  Handbook 1907.01 and Handbook 1004.02

	72
	Can images be viewed remotely in CPRS?
	VistA Web and Remote Data View in CPRS can be used to view text based data in CPRS from other VA facilities, such as progress notes, lab reports, etc.   The VistA Imaging icon will appear if there are images attached to a remote note.  However, you will need to access the image through Remote Image View to actually view the image.
Remote Image View in VistA Imaging, released September 26, 2005 with Patch 45, gave the ability to view scanned images, digital X-rays, and other digital images from other facilities.  
HIM Practice Brief #1 on Remote Data Sources can be accessed on the Reference Materials and Resources webpage at http://vaww.vhaco.va.gov/him/refsresources.html


	Category:  Report of Contact

	Q#
	Question:
	Answer:

	73
	Some staff still hand write report of contact (ROC) forms and some staff use the electronic form that is under the progress note tab of CPRS.  Since very few charts are pulled should these forms be routinely scanned?  Some staff says that the ROC form should not be in the medical record but in the administrative section of the chart.  If the ROC is filed, no one will see the form unless the chart is pulled which is rare.
	Report of contact (ROC) forms have a variety of uses and some include documentation that could go in the Electronic Health Record.  If a ROC is medically significant or indicated by the clinician to be scanned as a clinical document, scan as Report of Contact (Clinical).  If the ROC is administrative in nature, scan as Report of Contact (ADMIN).

	Category:  Retention

	Q#
	Question:
	Answer:

	74
	The medical center takes photos in connection with Compensation and Pension Exams.  The photos are printed and forwarded to the Regional Office along with any other paper documents.  Are we required to keep the digital photos in VistA Imaging once the photo is printed and sent to the Regional Office?  These photos are taking up a lot of space on the server and IRM is asking us to delete them.  

	Records maintained on C&P exams and images that are part of the computerized health record will be retained for 75 years after the date of last activity.  Reference:  RCS 10-1and Handbook 1907.01

	75
	When preparing a Patient Data Card, a photograph of the veteran is made and placed on the card as part of the Application for Care.  The photos are made digitally by the Enrollment Office.  Question:  Does the photo become part of the Consolidated Health Record (Admin. and Medical Record combined)?  If so, is it part of the health record 75 year retention requirement?  If the photo is retained how do you request an updated photo replace the one being displayed if needed?
	Patient photos can be stored in VistA Imaging by using one of the following methods:

1. Using the VistA Imaging Clinical Capture application to capture the patient’s photo and link it to the electronic record in VistA

2. Using  the VistA Imaging Clinical Capture application to import an image that was taken by another source (i.e. digital camera or commercial photo ID system)

3. Using the VIC replacement system (PICS) to capture the image – the image is sent to the National Card Management Database (NCMD) to have a card printed and a copy is automatically sent to VistA Imaging.  This is currently in alpha test at one site.

Photos stored in VistA Imaging are part of the Consolidated Health Record and must be retained to satisfy the 75-year retention requirement that was authorized for the health record folder by NARA.

	76
	Does all CT raw data have to be stored on the PACS?  Our Radiologists would like to store only the diagnostic reconstructs to PACS and save the raw data on the CT optical disk. This question arises because the VistaRad workstations are having a hard time handling the number of images we are shooting these days. We regularly work with studies of 1500 to 2000 images. We are finding that even with ram bumped up to 1 gig, retrieval is slow or errors out. Also, when images exceed about 1200, the second screen in a 2-head system seems to become non-functional.
	Raw data and any other electronic data need to be scheduled for disposition.  NARA must authorize retention and disposition requirements for digital images and raw data.  In the proposal to <<NARA>>, VHA can indicate that the raw data will be destroyed after the final images have been produced.  

Records not identified in RCS 10-1 or in the GRS should be brought to the attention of the VHA Records Manager.  The VHA Records Manager will conduct an appraisal of the records and recommend a disposition for approval by NARA.  Any “unscheduled” records must be retained until a disposition authority is received from NARA.
Reference:  <NARA>

	77
	Is there a restriction to store all patient images in VistA Imaging?


	The attached executive decision memo establishes VHA policy requiring all VHA facilities to store all digital radiology images in VistA Imaging.  Reference:  NLB decision


[image: image2.emf]VHA Executive  Decision Memo.pdf


For Accessible version, click here.

	78
	VistA Imaging stores many different types of images from a number of sources (disciplines) within the VAMC.  This includes document images (e.g., consent forms), Dermatology pictures, dental x-rays, etc.  Is there an effort to further define for retention? 

	Images that are part of the computerized health record will be retained for 75 years after the date of last activity.  Reference:  RCS 10-1, 24VA19 and Handbook 1907.01

	79
	What is the minimum scanning resolution required for documents in order to destroy the original documents?
	In order to destroy original paper documents, the documents must be scanned with a minimum resolution of 300x300 dots per inch (dpi).  Reference:  RCS 10-1

	80
	What is the retention period for non-text based digital health information? 
	Images should be maintained in accordance with the retention period for health records, which requires retention for 75 years after the date of last activity.  
Reference:  Executive Committee of the National Leadership Board Informatics and Data Management Committee (IDMC) (Concurred on 9/2/09)and Health Systems Committee (HSC) (Concurred on 9/2/09)

	Category:  Scanners

	81
	Do you know where I can find a list of acceptable scanners for VistA Imaging?
	A list of approved equipment can be found at:  http://vaww.va.gov/imaging/IMGplanproc.htm

	Category:  VistA Imaging Reports

	Q#
	Question:
	Answer:

	82
	Will reports be developed for VistA Imaging?
	Patch 93 has the functionality to generate reports, such as, number of documents with a designated date range and number of pages scanned, and the ability to save as an Excel spreadsheet.  The patch also has QA Review functionality for users with the MAGEDIT key which allows a selected percentage of a scanning clerk’s work to be quality checked.   Additionally, the patch allows users with the MAGEDIT key to edit the indexing fields. 

	Category: What to Scan and What Not to Scan 

	Q#
	Question:
	Answer:

	83
	Is it appropriate to scan HINQ forms into Vista Imaging?  
	Yes. HINQs can be scanned and associated to the patient only in VistA Imaging.
Response in collaboration with VACO HIM Office and Health Eligibility Center.



	84
	Are insurance card images to be captured in VistA Imaging?
	Insurance card images are not captured in VistA Imaging. The insurance card image that is generated as a result of the patient check-in process is stored on a network folder under the clinic location where check-in occurred and NOT within VistA Imaging file. The insurance card image is available for the verification clerk through the ICB interface and application software. 
Response from Chief Business Office.

	85
	The scanning room received a document including the veteran’s full social security number on it.  Should we scan the document into VistA Imaging?
	Documents containing the veteran’s full social security number on the document may be scanned into VistA Imaging.  However, the preferred method is to indicate the last four numbers of the social security number.  Do not black out any portion of the veteran’s social security number on the document.
Response in collaboration with VACO HIM Office, VACO Privacy Office, and VACO VistA Imaging Office.


	86
	What are the recent guidelines on what should/should not be scanned into VistA Imaging?


	While there is not a specific list of what should/should not be scanned as it’s impossible to anticipate every type of document that the Medical Centers will use, a good rule of thumb to follow is to remember that whatever your facility approved for filing in the paper record, can be “filed” in the electronic record, either by CPRS or VistA Imaging.  Only signed final documents should be scanned into VistA Imaging.  External source documents may be maintained as part of the patient’s permanent health record at the practitioner’s written request.  The practitioner must indicate which documents need to be retained and limit this to pertinent, present, and/or continued care.  A summary progress note written by an appropriate clinician after a review of the external source documents may be used in lieu of filing and/or scanning any external source document.  

Additionally, if documents can be created in or interfaced with CPRS, such as progress notes, there should not be a paper document to scan.  Reference:  VHA Handbook 1907.01
National Patient Identifiers are not to be scanned into VistA Imaging.  

	87
	Should Psychology Autopsy Reports be scanned as part of the health record? 
	Generally, a psychological autopsy is part of an investigation associated with an incident report.  

From VHA Handbook 1907.01:

r. Adverse and Sentinel Events and Close Call Reporting 
(1) Adverse and sentinel events and close call reporting is the reporting, review, or analysis of incidents involving patients that cause harm or have the potential for causing harm. The reporting of such events is prescribed in VHA Handbook 1050.1. 

(2) Only factual notation about the incident along with clinical observations, including vital signs of the patient before and after the incident, clinical actions taken, and identification of any staff involved, must be documented in the patient record.

(3) Copies, notes, or documentation of any investigation concerning patients are confidential, privileged, and are not to be filed or become part of the patient’s health record.  

	88
	There has been a request to scan employee health records into VistA Imaging Display.  Is there anything written that says Employee Health Records should not be included in VistA Imaging Display because there is no way to limit access in the way that access is limited to Employee Health Progress Notes in CPRS?  


	The health records of employees are under the management of human resources and are maintained in a separate location from veteran health records. If documented electronically in CPRS, they may be secured utilizing appropriate business rules and note titles to limit access to identified personnel; all employee health records in CPRS must be designated as sensitive. 

The health records of employees who receive care as a veteran are under the auspices of Health Information Management (HIM) and are maintained with other veteran records. These records may be sequestered in a special location if directed by local policy. The electronic documentation of these records must be secured by identifying them as “sensitive” records in CPRS.

Currently, an Authorization Subscription Utility (ASU) Business Rule can be created to prevent viewing of a CPRS text integrated utility (TIU) note.  However, the ASU business rule only applies to the image that is attached to the note if Patch 93 is installed at the facility.  Therefore, the image will be viewable if Patch 93 is not installed.    
VistA Imaging Patch 93 applies the ASU business rules that prevent viewing of a note and the image that is attached to the note.  It is imperative that Patch 93 is installed at all VA facilities because remote users will continue to see the images until the patch is installed at their facility.  Therefore, employee health records cannot be scanned until Patch 93 is installed at all VA facilities.  Reference:  VHA Handbook 1907.01 

	89
	Should research consents be scanned into VISTA Imaging? 
	Yes, the research consent should be scanned into VistA Imaging and attached to the research progress note.  The original signed research consent form is included in the research case history file for each research subject.  A case history is “a record of all observations and other data pertinent to the investigation on each research subject” which is maintained by the Principal Investigator (PI).  

Response in collaboration with VACO HIM Office, VACO VistA Imaging Office, and Office of Research & Development. 


For additional inquiries pertaining to this FAQ, please contact Pam Heller. 
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VHA EXECUTIVE DECISION MEMO

TO: Under Secretary for Health (10)
THROUGH: National Leadership Board
FROM: Chief Health Informatics Officer

SUBJECT: Storing PACS Images in VistA Imaging

For further information Contact:
Action Requested: _x Request for approval
Request for discussion for further review
For your information
Other (Specify)

STATEMENT OF ISSUE: VHA has deemed creating a Patient Centered Electronic
Healthcare Record to be a key goal for the organization. Efforts such as the Health Data
Repository, Data Standardization and the migration to HealtheVet VistA all seek to
ensure that all of a patient’s clinical data is available to all healthcare practitioners,
regardless of the location of the patient, care giver or patient data. As well, efforts such
as Document Imaging, VistA Imaging, Clinical Procedures, the Barcode Expansion
Project and the ICU flowsheet effort all attempt to make available electronically
information that previously could be accessed only through paper medical records.

Adding to this suite of applications, in September 2005, the Office of Information will
release an enhanced version of the VistA Imaging Display Client that supports Remote
Image Views (VIDC-RIV). Through this tool, VIDC-RIV users will be able to access all
images stored in any VistA Imaging system through the user’s standard logon to their
home VistA system. Previously, to view images stored at remote sites, a user would
have to have an account on each remote VistA system they wished to query. VIDC-RIV
will provide a single, composite list of all of a patient's images, including radiology
studies, procedure reports captured through Clinical Procedures software, scanned
documents (e.g. outside medical records, Advance Directives, nursing flowsheets, etc),
Electronic Informed Consent documents, medical photography (e.g. dental or retinal
imaging), drawings and annotated images, endoscopy images, cardiac catheterization
cineangiograms, pathology microscopic images, etc. VIDC-RIV will also provide access
to the remote report, note or consult associated with remote images.

In 2001, through Directive 2001-045, VHA clinical leadership mandated installation of
VistA Imaging Core Infrastructure at all facilities (including image storage devices and
the VistA Imaging Display Client (VIDC) software). This was done “to ensure that all
sites store patient information that can be captured at the point of encounter so it will be
available electronically online and retrievable across the VA”. The VHA mandate
required all medical facilities to complete installation of core infrastructure by September
30, 2004 and to scan certain clinical documents and make them available online as part
of the electronic medical record. This goal was met in May 2004.
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VHA EXECUTIVE DECISION MEMO

VHA sites vary in their approach to radiology image storage. At sites where VistARad is
the tool for presenting images to radiologists (currently 61 sites), all radiology images are
available in VistA Imaging. The VIDC-RIV allows these images to be viewed by clinical
staff across VA. Sites that use commercial Picture Archiving and Communication
Systems (PACS) in some cases store images in both VistA Imaging as well as the PACS
(potentially 50 sites by end of fy06). Others desire to keep images only in the PACS
(potentially 33 sites by end of fy06). PACS images stored in VistA Imaging are available
VA wide to VIDC-RIV users. Images kept only in PACS do not contribute to the
integrated composite image list offered by the VIDC-RIV. At such sites, users browse
PACS images through a separate, vendor specific image viewer. Remote staff, both in
the same VISN and in some cases national, can use this same viewer to see these
images, assuming they have access to the viewer, authorization on the remote PACS
and are aware that images of interest may reside therein. A few sites do not yet store
radiology images in digital form. These sites all plan to implement filmless radiology
systems in the near future.

RECOMMENDATION (of the requestor): Establish VHA policy requiring all VHA
facilities to store all digital radiology images in VistA Imaging in a time-forward manner,
thus making these images available to staff at all VA sites through a single common
interface. Sites that do not currently store PACS images in VistA Imaging shall be
required to do so. These sites will need to augment their VistA Imaging hardware
storage capacity if their current capacity is not adequate. The overall cost to VHA for
augmenting VistA Imaging hardware is estimated to be at most $1.5M. Within six months
of the date of signing of this memo, sites shall commence this copying of all newly
captured radiology images.

IDENTIFY THE VHA GOAL, OBJECTIVE AND STRATEGY BEING ADVANCED BY

THE REQUESTED NLB ACTION: -

¢ Continuously improve the quality and safety of health care for veterans, particularly in
those health issues associated with military service.

e Provide timely and appropriate access to health care by implementing best practices

+ Promote excellence in business practices through administrative, financial, and clinical
efficiencies.

o Promote excellence in the education of future health care professionals and enhance
VHA partnership with affiliates
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l STATEMENT OF ISSUE:

<repeat statement of issue from page 1>

il SUMMARY OF FACTS AND/OR BACKGROUND:

Radiology images are a vital part of the medical record. Clinical staff value having ready
access not only to the interpretations of radiologists but also to the images upon which
those interpretations were based. VHA currently performs 6 million radiology studies per
year. In addition, 6% of all VHA patients are seen in more than one VISN in a three year
period, and up to 25% may be seen at more than one facility within a VISN in this same
time frame. Having access to a patient’s complete medical record is a key goal for VHA,
and this record includes radiology images.

Commercial PACS are becoming increasingly common in VHA. However, with the
multiplicity of systems from different vendors in use, it becomes increasingly complex to
present to VA users a consolidated list of all of the radiology images a patient may have
across these varied systems. These systems similarly may not share common
approaches or tools to image viewing or access controls integrated with the VA
authorization procedures. The systems may also not be fully integrated with VA's
electronic healthcare record, and as such may have limited ability to display the
radiology report associated with an image, or vice versa. Having a single, common
repository for image information alleviates these issues. In VHA today, that repository is
VistA imaging.

Some sites that have commercial PACS are hesitant to store radiology images in VistA
Imaging in addition to their PACS. Their PACS has been a substantial investment for
them, an investment justified by a belief that the PACS offers capabilities not available
through VistA Imaging. These sites view storing images in VistA Imaging to be an
unnecessary expense since they already make the images available to their users
through vendor specific tools. In addition to increased storage requirements for their
VistA Imaging infrastructure, they also are concerned that increased staff time would be
required to manage the extra images that would be housed in VistA Imaging and to keep
the images synchronized between two systems. They believe that PACS images placed
in VistA Imaging would be viewed only by staff outside their VISN, and as such this local
investment would not serving the needs of their facility or VISN.

Other sites that have commercial PACS do store radiology images in VistA Imaging as
well as the PACS. These sites view VistA Imaging as their official system of records for
these images, knowing that VA will preserve VistA Imaging images for the full time
period required by record retention rules. These sites often purchase less storage for
their PACS and delete older images from PACS knowing they can be retrieved from
VistA Imaging if needed. Also, keeping images in VistA Imaging provides insurance
against PACS vendor business failure or a vendor’s decision to no longer support a
PACS. As such, they may avoid the need to migrate images en masse from one system
to another, a task that is often difficult, expensive and time consuming.

In several ways, the need to copy PACS images into VistA Imaging may be viewed as
an interim measure. The plans for the migration to HealtheVet VistA include
reengineering of VistA Imaging. As part of this reengineering VistA Imaging will create a
nationally managed long term repository for all clinical and administrative images. It
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would be expected that sites with commercial imaging systems such as PACS would
copy these images into the long term repository for permanent storage. A reengineered
VIDC-RIV would be able to pull ali non-local images from this long term repository
instead of needing to interact with multiple remote VistA Imaging systems when building
composite image lists or displaying individual images. At such time, sites would no
longer be required to copy PACS images into local VistA Imaging systems in order to
allow these images to be access by remote users — remote users would access the long
term archive instead. Once the long term repository is in place, PACS images could be
copied to the single VHA managed national image store instead of their locally managed
VistA Imaging system. Establishing VISN-level VistA Imaging image repositories for
remote viewing of PACS images is also a possible future solution, one that could
potentially be implemented before the national archive is in place. Also to be considered
is storing only the non-diagnostic quality images in VistA Imaging in order to minimize
extra storage requirements

VistA Imaging continues to enhance its interface with commercial PACS. Future work in
this area could provide an additional method for avoiding having to copy PACS images
into VistA Imaging in order to support remote access. If VistA Imaging could query a
PACS on demand for a patient’s image lists and selected images, then the VIDC-RIV
could receive all required PACS information through queries to VistA Imaging. Once
such an enhanced VistA Imaging to PACS interface is in place, PACS sites would again
cease having the need to copy PACS images to VistA Imaging in order to support
remote image viewing and consolidated image list generation.

In summary, remote access to radiology images is in keeping with VHA’s commitment to
providing all VA staff with simplified access to the complete, consolidated medical record
of a patient independent of patient, staff and/or data location. Copying PACS images to
VistA Imaging facilitates achieving this goal today and affords sites several benefits.
Future plans for reengineering VistA Imaging, including regional and national long term -
archives as well as enhanced PACS interfaces may remove the need for copying PACS
images to local VistA Imaging systems.

il SYNOPSIS OF SIGNIFICANT RELATED ISSUES: N/A

Iv. CRITERIA FOR DECISION MAKING:

Does the recommended option meet the need? Yes. Through this option, all
radiology images would be available to all VA staff through a common tool, a single
logon and linkage with CPRS, Capri and VistA report data.

Is the recommended option acceptable to potential users? Yes. This request has
been endorsed by the Health Systems Committee in recognition of the importance of
making radiology images available all VA staff through a single interface that is well
integrated with other VistA applications.

Is the recommended option cost-effective? Yes. Other options for achieving this
same result require significant software development, integration with vendor-specific
tools and maintenance of multiple vendor image browsers on all VA systems. The cost
of these alternatives would be substantially higher than that of the recommended option.

10/31/2005 Page 4





V.

VI

VHA EXECUTIVE DECISION MEMO

CROSSCUTTING ISSUES: N/A

STAKEHOLDER INVOLVEMENT: This request has been reviewed by the

Health Systems Committee, the Health Information Systems Executive Board for
Provider Systems, the VistA Imaging Change Control Board and the Radiology Field
Advisory Board.

VIl

OPTIONS AND ARGUMENTS:

Option 1: Status Quo. PACS images browsed using vendor-specific tools

Arguments Pro:

¢ No new funding required

Arguments Con:

¢ Muiltiple vendor systems in use throughout VHA. Requires all sites to install all
vendor specific solutions and maintain connections to these vendor-specific
systems, even though a site may not use those vendor-specific systems locally

» Does not offer a single integrated image interface

o May not allow user to navigate between image and associated report (or vice
versa)

« Users need to learn when and how to access and use multiple vendor-specific
image browsing tools and my need accounts on multiple vendor systems

Option 2: Require PACS images to be stored in VistA Imaging in a time-

forward manner

Arguments Pro:

» No software development required. PACS sites already have the required
technical tools for storing images in VistA Imaging as well as PACS

» Interim solution until new VistA Imaging national image storage architecture
and/or PACS interface is designed and deployed (several years away)

¢ Minimizes hardware augmentation expense if expanded storage is needed for
only a few years

¢ Additional storage requirements can be minimized if only non-diagnostic
quality images are copied to VistA Imaging (8:1 compression).

Arguments Con:

o Cost estimated at $1.5M combined for increased VistA Imaging storage space
at sites that do not currently copy PACS images to VistA Imaging

Some additional staff time may be required as well

Adds complexity as staff need to ensure synchrony between images in VistA
Imaging and PACS

Makes current, but not older, radiology images available to all VA staff

Sites that store non-diagnostic quality images in VistA Imaging need to
manage their PACS as a system of records, including attending to records
retention requirements

Option 3: Require all past and future PACS images to be stored in VistA
Imaging

Arguments Pro:
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« Fully consistent with VHA goals for access to consolidated medical record
o Meets VHA records retention requirements
« Provides protection against vendor business failure

Arguments Con:

o Significantly increased cost vs. option 2

e Substantial time an effort required to copy existing PACS images to VistA
Imaging

Option 4: Wait for future capabilities of VistA Imaging (regional / national
image store, enhanced PACS interface)

Arguments Pro:
¢ Potential ultimate, long term solution

Argument Con: )
* Would delay remote PACS image availability for several years

¢ Requires software development

Vill. RECOMMENDED OPTION: Option 2

IX. DISSENTING OPINIONS REGARDING RECOMMENDED OPTION: Dissenting
and/or alternative points of view are discussed in sections Il and VII.

X. EFFECT OF RECOMMENDED OPTION ON EXISTING PROGRAMS AND/OR
FACILITIES: None

XL LEGAL OR LEGISLATIVE CONSIDERATIONS OF THE RECOMMENDED
OPTION: None

Xil. BUDGET OR FINANCIAL CONSIDERATIONS OF THE RECOMMENDED
OPTION: Facilities that do not currently copy PACS images into VistA Imaging will be
required to do so. They may need to purchase additional storage capacity and dedicate
some staff resources in order to meet this requirement. Most facilities already have
adequate storage capacity, especially if only non-diagnostic quality images are copied
to VistA Imaging. Cost per facility is at most a $50 thousand, a one time expense to
purchase 10 terabytes of storage space.

Xill. PUBLIC RELATIONS OR MEDIA CONSIDERATIONS OF THE
RECOMMENDED OPTION: None

XIV. CONGRESSIONAL OR OTHER PUBLIC OFFICIAL OR AGENCY
CONSIDERATIONS OF THE RECOMMENDED OPTION: None
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XV. IMPLEMENTATION: Facilities and/or VISN technical staff shall be responsible
for achieving the goals of this directive through interfacing their PACS and/or Imaging
Modalities with VistA Imaging and through augmenting their storage capacity as
required. VistA Imaging customer service staff are available to assist sites in these steps
as well as in designing VISN-wide solutions that achieve the requirements of the
recommended option.
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Jonafthan B. Perlin, MD, PhD, MSHA, FACP Date
Under Secretary for Health (10)
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